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QUESTION 1

A company has created a multi-tier application for its ecommerce website. The website uses an Application Load
Balancer that resides in the public subnets, a web tier in me public subnets, and a MySQL cluster hosted on Amazon
EC2 instances in the private subnets. The MySQL database needs to retrieve product catalog and pricing information
that is hosted on the internet by a third-party provider. A solutions architect must devise a strategy that maximizes
security without increasing operational overhead. 

What should the solutions architect do to meet these requirements? 

A. Deploy a NAT instance in the VPC. Route all the internet-based traffic through the NAT instance. 

B. Deploy a NAT gateway in the public subnets. Modify the private subnet route table to direct all internet-bound traffic
to the NAT gateway. 

C. Configure an internet gateway and attach it to the VPC. Modify the private subnet route table to direct internet-bound
traffic to the internet gateway. 

D. Configure a virtual private gateway and attach it to the VPC. Modify the private subnet route table to direct internet-
bound traffic to the virtual private gateway. 

Correct Answer: B 

 

 

QUESTION 2

A solutions architect must transfer 750 TB of data from an on-premises network-attached file system to Amazon S3
Glacier. The migration must not saturate the on-premises 10 Mbps internet connection. Which solution will meet these
requirements? 

A. Create an AWS Site-to-Site VPN tunnel to an S3 bucket Transfer the files directly by using the AWS CLI. 

B. Order 10 AWS Snowball Edge Storage Optimized devices, and select an S3 Glacier vault as the destination. 

C. Mount the network-attached file system to an S3 bucket, and copy the files directly. Create an S3 Lifecycle policy to
transition the S3 objects to S3 Glacier. 

D. Order 10 AWS Snowball Edge Storage Optimized devices, and select an S3 bucket as the destination. Create an S3
Lifecycle policy to transition the S3 objects to S3 Glacier. 

Correct Answer: D 

 

QUESTION 3

A company wants to improve the availability and performance of its stateless UDP-based workload. 

The workload is deployed on Amazon EC2 instances in multiple AWS Regions What should a solutions architect
recommend to accomplish this? 

A. Place the EC2 instances behind Network Load Balancers (NLBs) in each Region Create an accelerator using AWS



Global Accelerator. Use the NLBs as endpoints for the accelerator 

B. Place the EC2 instances behind Application Load Balancers (ALBs) in each Region. Create an accelerator using
AWS Global Accelerator Use the ALBs as endpoints for the accelerator 

C. Place the EC2 instances behind Network Load Balancers (NLBs) in each Region. Create an Amazon CloudFront
distribution with an origin that uses Amazon Route 53 latency-based routing to route requests to the NLBs 

D. Place the EC2 instances behind Application Load Balancers (ALBs) in each Region Create an Amazon CloudFront
distribution with an origin that uses Amazon Route 53 latency-based routing to route requests to the ALBs. 

Correct Answer: D 

 

QUESTION 4

A ride-sharing company stores historical service usage data as structured .csv data files in Amazon S3. A data analyst
needs to perform SQL queries on this data. A solutions architect must recommend a solution that optimizes cost-
effectiveness for the queries. 

Which solution meets these requirements? 

A. Create an Amazon EMR cluster. Load the data. Perform the queries. 

B. Create an Amazon Redshift cluster. Import the data. Perform the queries. 

C. Create an Amazon Aurora PostgreSQL DB cluster. Import the data. Perform the queries. 

D. Create an Amazon Athena database. Associate the data in Amazon S3. Perform the queries. 

Correct Answer: D 

Reference: https://searchcloudcomputing.techtarget.com/answer/Compare-EMR-Redshift-and-Athena-for-data-analysis-
on-AWS 

 

QUESTION 5

A company is using Amazon Redshift for analytics and to generate customer reports. The company recently acquired 50
TB of additional customer demographic data. The data is stored in .csv files in Amazon S3. The company needs a
solution that joins the data and visualizes the results with the least possible cost and effort. 

What should a solutions architect recommend to meet these requirements? 

A. Use Amazon Redshift Spectrum to query the data in Amazon S3 directly and join that data with the existing data in
Amazon Redshift. Use Amazon QuickSight to build the visualizations. 

B. Use Amazon Athena to query the data in Amazon S3. Use Amazon QuickSight to join the data from Athena with the
existing data in Amazon Redshift and to build the visualizations. 

C. Increase the size of the Amazon Redshift cluster, and load the data from Amazon S3. Use Amazon EMR Notebooks
to query the data and build the visualizations in Amazon Redshift. 

D. Export the data from the Amazon Redshift cluster into Apache Parquet files in Amazon S3. Use Amazon
Elasticsearch Service (Amazon ES) to query the data. Use Kibana to visualize the results. 



Correct Answer: A 

 

QUESTION 6

An application uses an Amazon RDS MySQL DB instance. The RDS database is becoming low on disk space. A
solutions architect wants to increase the disk space without downtime 

Which solution meets these requirements with the LEAST amount of effort? 

A. Enable storage auto scaling in RDS. 

B. Increase the RDS database instance size 

C. Change the RDS database instance storage type to Provisioned IOPS. 

D. Back up the RDS database, increase the storage capacity, restore the database and stop the previous instance 

Correct Answer: A 

 

 

QUESTION 7

A company is planning to store sensitive documents in an Amazon S3 bucket. The documents must be encrypted al
rest. The company wants to manage the underlying keys that are used lor encryption However, the company does not
want to manage the encryption and decryption process. 

Which solutions will meet these requirements? (Select TWO.) 

A. Use server-side encryption with customer-provided encryption keys (SSE-C). 

B. Use client-side encryption with AWS managed keys. 

C. Use server-side encryption with S3 managed encryption keys (SSE-S3). 

D. Use server-side encryption with AWS KMS managed encryption keys (SSE-KMS) with a key policy document that is
40 KB in size 

E. Use server-side encryption with AWS KMS managed encryption keys (SSE-KMS) that the company uploads to AWS
KMS. 

Correct Answer: CE 

 

QUESTION 8

A company\\'s facility has badge readers at every entrance throughout the building. When badges are scanned, the
readers send a message over HTTPS to indicate who attempted to access that particular entrance. A solutions architect
must design a system to process these messages from the sensors. The solution must be highly available, and the
results must be made available for the company\\'s security team to analyze. Which system architecture should the
solutions architect recommend? 



A. Launch an Amazon EC2 instance to serve as the HTTPS endpoint and to process the messages Configure the EC2
instance to save the results to an Amazon S3 bucket. 

B. Create an HTTPS endpoint in Amazon API Gateway. Configure the API Gateway endpoint to invoke an AWS
Lambda function to process the messages and save the results to an Amazon DynamoDB table. 

C. Use Amazon Route 53 to direct incoming sensor messages to an AWS Lambda function. Configure the Lambda
function to process the messages and save the results to an Amazon DynamoDB table. 

D. Create a gateway VPC endpoint for Amazon S3. Configure a Site-to-Site VPN connection from the facility network to
the VPC so that sensor data can be written directly to an S3 bucket by way of the VPC endpoint 

Correct Answer: B 

 

QUESTION 9

A solution architect has created two IAM policies. Policy1 and Policy2 . Both policies are attached to an IAM group. 

A cloud engineer is added as an IAM user to the IAM group. Which action will the cloud engineer be able to perform? 



A. Deleting IAM users 

B. Deleting directories 

C. Deleting Amazon EC2 instances 

D. Deleting logs from Amazon CloudWatch Logs 

Correct Answer: C 

 

 

QUESTION 10

A development team is collaborating with another company to create an integrated product. The other company needs
to access an Amazon Simple Queue Service (Amazon SQS) queue that is contained in the development team\\'s
account. 

The other company wants to poll the queue without giving up its own account permissions to do so. 

How should a solutions architect provide access to the SQS queue? 

A. Create an instance profile that provides the other company access to the SQS queue. 

B. Create an IAM policy that provides the other company access to the SQS queue. 

C. Create an SQS access policy that provides the other company access to the SQS queue. 

D. Create an Amazon Simple Notification Service (Amazon SNS) access policy that provides the other company access
to the SQS queue. 

Correct Answer: C 

 

QUESTION 11

A company is using Amazon CloudFront with its website. The company has enabled logging on the CloudFront
distribution, and logs are saved in one of the company\\'s Amazon S3 buckets. The company needs to perform
advanced analysis on the logs and build visualizations. What should a solutions architect do to meet these
requirements? 

A. Use standard SQL queries in Amazon Athena to analyze CloudFront logs in the S3 bucket. Visualize the results with
AWS Glue. 

B. Use standard SQL queries in Amazon Athena to analyze the CloudFront logs in the S3 bucket.Visual the results with
Amazon QuickSight. 

C. Use standard queries in Amazon DynamoDB to analyze the Cloudfront logs in the S3 bucket.Visualize the results
with the AWS Glue. 

D. Use standard SQL queries in Amazon DynamoDB to analyze the CloudFront logs in the S3 bucket. Visualize the
results with Amazon QuickSight. 

Correct Answer: D 



 

QUESTION 12

An ecommerce company has an order-processing application that uses Amazon API Gateway and an AWS Lambda
function. The application stores data in an Amazon Aurora PostgreSQL database. During a recent sales event, a
sudden surge in customer orders occurred. Some customers experienced timeouts and the application did not process
the orders of those customers A solutions architect determined that the CPU utilization and memory utilization were high
on the database because of a large number of open connections The solutions architect needs to prevent the timeout
errors while making the least possible changes to the application. 

Which solution will meet these requirements? 

A. Configure provisioned concurrency for the Lambda function Modify the database to be a global database in multiple
AWS Regions 

B. Use Amazon RDS Proxy to create a proxy for the database Modify the Lambda function to use the RDS Proxy
endpoint instead of the database endpoint 

C. Create a read replica for the database in a different AWS Region Use query string parameters in API Gateway to
route traffic to the read replica 

D. Migrate the data from Aurora PostgreSQL to Amazon DynamoDB by using AWS Database Migration Service (AWS
DMS| Modify the Lambda function to use the OynamoDB table 

Correct Answer: D 
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