
 

 

 

 

Vendor:Cisco

Exam Code:200-601

Exam Name:Managing Industrial Networks for
Manufacturing with Cisco Technologies

Version:Demo

 

 



QUESTION 1

What are two benefits of a star network topology? (Choose two.) 

A. Disruption of the entire network is not required when adding new machines. 

B. Any problem which leaves the network inoperable can be traced to the central hub. 

C. This network type requires less cable as compared to linear bus topology. 

D. The performance of one of the numerous nodes cannot reflect on the performance of other nodes. 

E. The performance of the entire network is directly dependent on the performance of the hub. 

Correct Answer: AB 

 

QUESTION 2

Which five are characteristics that describe Cisco Industrial switches? (Choose five) 

A. Din rail mount 

B. 19 inch rack mount 

C. Fanless 

D. Fans 

E. Swappable SD flash card 

F. Alarm relay 

G. -5ºC to 45ºC operating environment 

H. ProfiNET conformance class C compliance 

Correct Answer: ABCEF 

 

 

QUESTION 3

To ensure ProfiNET Layer 2 Class-of-Service markings from ProfiNET devices are trusted by the switch, which
command must be entered on the interface attached to the device? 

A. switch(config-if)#mls qos trust cos 

B. switch(config-if)#qos trust cos 

C. switch(config-if)#profinet cos trust 



D. switch(config-if)#trust qos cos 

Correct Answer: A 

 

QUESTION 4

A small manufacturing company has a Class C network address on the plant floor and needs to create five subnets,
each accommodating 25 endpoints. Which subnet mask needs to be configured? 

A. 255.255.240.0 

B. 255.255.255.128 

C. 255.255.255.192 

D. 255.255.255.224 

E. 255.255.255.240 

F. 255.255.255.248 

Correct Answer: D 

 

QUESTION 5

Which scenario represents the correct configuration to support the SSIDs of this autonomous access point? 



A. Option A 

B. Option B 

C. Option C 

D. Option D 

Correct Answer: D 

 

 

QUESTION 6

Refer to the exhibit. 



You are required to implement traffic segmentation in the network. See the table for relevant device details: 

L2SW4, L2SW5, and L2SW6 are connected to L3SW1 with 802.1Q trunks with VLAN 191 and VLAN 398 allowed on
the trunk. 

You have the following information from L3SW1: 

L3SW1# show run interfaces 

interface Vlan1 

no ip address 

shutdown 

! 

interface Vlan2 



ip address 10.2.2.2 255.255.255.248 

! 

interface Vlan191 

ip address 10.10.27.126 255.255.255.192 

! 

interface Vlan200 

ip address 10.20.20.1 255.255.255.248 

! 

interface Vlan398 

ip address 10.15.153.1 255.255.255.0 

L3SW1# show ip route 

*** Output Omitted *** 10.0.0.0/8 is variably subnetted, 5 subnets, 3 masks 

C 10.2.2.1/29 is directly connected, Vlan2 

C 10.10.27.64/26 is directly connected, Vlan191 

C 10.15.153.0/24 is directly connected, Vlan398 

C 10.20.20.0/29 is directly connected, Vlan200 

S 10.200.200.0/24 [1/0] via 10.20.20.2 

S* 0.0.0.0/0 [1/0] via 10.2.2.1 

You are required to implement a configuration that will meet the following connectivity requirements:

Correct Answer: B 

 

 

QUESTION 7

A ProfiNET management system operator is unable to see diagnostic information for a Cisco Industrial Ethernet switch
that has been added to a SIMATIC management station. Based on the provided CLI output, which statement is correct? 

switch# show profinet status 

State : Enabled Vlan : 201 Id : IE2000-Switch Connected : Yes ReductRatio : 128 GSD version : Mis-match 

A. The assigned ProfiNET VLAN is not valid and should be less than 100 

B. LLDP has been disabled on this switch 



C. The GSD file version on the switch does not match the GSD file version on the management station 

D. The Reduction Ration has been set too low 

Correct Answer: C 

 

 

QUESTION 8

Exhibit: 

Refer to the exhibit. What are three traffic and interconnection requirements for the devices in the exhibit? (Choose
three.) 

A. The EtherNet/IP drive connections are in a high-voltage area and need protection from electromagnetic noise, so
shielded cable that is rated for 600 V is advised. 

B. EtherNet/IP devices such as the controller, drive, VoIP phone, and IP camera should be in the same VLAN. 

C. CIP traffic has the highest bandwidth requirement so it needs the highest QoS setting. 

D. EtherNet/IP drive traffic has high sensitivity to random drops, latency, and jitter. 

E. Real-time motion control and VoIP traffic can share the same VLAN with the proper QoS setting. 

F. IEEE1588 and PTP are important for ensuring real-time synchronization. 



Correct Answer: ADF 

 

QUESTION 9

Which two actions are examples of network device hardening for Cisco Industrial Ethernet Switches? (Choose two) 

A. Disable unused services 

B. Shutdown network ports which are not in use 

C. Only allow administrative access using Telnet 

D. Deploy IP67 versions of Cisco Industrial Ethernet Switches 

E. Set the native VLAN on all trunk ports to VLAN 1 

Correct Answer: AB 

 

QUESTION 10

ProfiNET has been disabled on a Cisco Industrial Ethernet switch. Which CLI command will correctly enable ProfiNET
on the switch? 

A. switch(config)#profinet 

B. switch(config-if)#switchport profinet vlan 10 

C. switch(config)#vlan 10 profinet 

D. switch#enable profinet 

Correct Answer: A 

 

QUESTION 11

Refer to the exhibit. 



All of the vlans listed in the routing table below are trunked using 802.1q and are active on all switches. PLC1, PLC2,
and PLC3 each has IP address 192.168.0.1/24 and are connected to ports configured for vlan 50. L2SW1, L2SW2, and
L2SW3 are not using vlan trunking for vlan 50. L3SW1 has following routing table: 10.0.0.0/8 is variably subnetted, 12
subnets, 2 masks C 10.3.138.0/23 is directly connected, Vlan307 C 10.3.136.0/23 is directly connected, Vlan306 C
10.15.153.0/24 is directly connected, Vlan398 C 10.3.142.0/23 is directly connected, Vlan309 C 10.3.140.0/23 is directly
connected, Vlan308 C 10.3.186.0/23 is directly connected, Vlan293 C 10.15.154.0/24 is directly connected, Vlan399 C
10.3.184.0/23 is directly connected, Vlan292 C 10.3.190.0/23 is directly connected, Vlan295 C 10.3.188.0/23 is directly
connected, Vlan294 C 10.3.182.0/23 is directly connected, Vlan291 C 10.3.180.0/23 is directly connected, Vlan290
PLC1, PLC2, and PLC3 cannot be reconfigured. What can be done to be able to simultaneously communicate with
PLC1, PLC2, and PLC3? 

A. Enable NAT on L3SW1 

B. Enable NAT on L2SW1 ?L2SW3 

C. Enable NAT on L2SW4 

D. Add vlan 50 to L2SW4 and assign the administrator\\'s an IP address on 192.168.0.0/24 network 

Correct Answer: B 

 

QUESTION 12

You are a called upon to troubleshoot connectivity problems to a network device on a production floor. You have used
ping and traceroute to verify that you cannot connect to the device from the management network. The network is
209.165.202.128/27 and the device has been given the IP address 209.165.202.158 and mask 255.255.255.224. You



have verified that you can reach the device with your computer connected to the same switch as the device. What could
be the cause of this problem? 

A. The device is set to the wrong subnet mask. 

B. The device is set to the wrong IP address. 

C. The device has no IP default gateway. 

D. The device is connected to a switchport in the wrong VLAN. 

Correct Answer: C 
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